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Overview

Israel is among the world’s leading
countries in terms of broadband Internet
penetration. Although the censorship of
information considered vital to national
security is a reality, both under law and
by voluntary pact, Israel has yet to legally
authorize or implement filtering of the
Internet.

Background

Since its founding as a state in 1948,
Israel has contended with the proper
limits of security forces as a democracy
under military threat. The Israeli Defense
Forces’ Military Censor decides what
information should not be published,
and both domestic journalists and
foreign media organizations must
comply as a condition of operating in
Israel. This longstanding practice has
been at the center of an ongoing debate
about the curtailment of freedom of
expression in order to protect national
security and order.1

Internet in Israel

As a country self-described as always
having to “depend on its intellectual
resources for survival and development,
Israel is home to one of the most vibrant
technology centers in the world.2 In
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2003, the country drew USD1.1 billion in
venture capital funding, placing it behind
only Boston and Silicon Valley in
attracting funding for start-ups,3 and
despite the global economic crisis,
Israel’s technology sector continues to
grow.4 Five main Internet service
providers (ISPs) and approximately 70
smaller ISPs® serve 4.5 million Internet
users, about 61.9 percent of the total
population in 2008.6

Israel ranks highest in the world in
hours per user spent on the Internet, at
57.5 hours a month.” The vast majority
of Israelis access the Internet from
home, though many also do so at school,
work, and other sites.8 Although blogs
remain a relatively marginal activity in
Israeli cyberspace, the Internet is now
the main source of news for 26 percent
of online users, second to television but
surpassing print newspapers.? The
Internet is also increasingly seen as a
communication tool,10 even a “new
battleground,” for vital Israeli interests
and the national image.11

Initially, Internet penetration in Israel
increased relatively slowly, because of
the high cost of service, especially for
broadband access.1? Since 2001,
however, the government has taken
steps to allow more service providers to
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compete in Israel, reducing costs and
dramatically increasing Internet use in
general and broadband access in
particular.13 Bezeq, a formerly state-
owned telecommunications giant that
privatized in 2005, began offering ADSL
service in 2001.14 In large part because
of the introduction of broadband cable
modem access offered by cable
companies in 2002, the percentage of
households using broadband Internet
increased from 4 percent in 2002 to 62
percent in 2006, with broadband service
costing approximately USD9.00 a
month.15

Legal and regulatory frameworks
The Ministry of Communications (MOC)
regulates the Internet as part of the
telecommunications sector.16 Prior to
the 1980s, the Israeli government
controlled both telecommunications
regulation and operations. In 1984
those functions were split, and all
telecommunications facilities were
transferred to Bezeq, a state-owned
company.l” Bezeq’s monopoly on fixed-
line transmissions within Israel led to a
relatively high cost of Internet service in
Israel.1® After Bezeq's legal monopoly on
fixed-line services expired in 1999, the
MOC began liberally issuing licenses to
competitors. This and other regulatory
changes led to a burst of competition
within the Internet sector, lowering
prices and contributing to a large
increase in Internet penetration after
2001.19
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In 2009, all three of Israel's leading
cellular providers began offering
independent Internet access. The move
more than doubled the options available
to mobile Internet subscribers, as only
two companies had previously offered
mobile Internet services. This change is
likely to assist with lowering Internet
costs, and may result in a significant
increase in the total amount of Internet
users in Israel.20

Israel’s history as a state under
constant military threat has strongly
influenced its approach toward the
control of information. Censorship of the
media was legitimized in law in 1945,
when the military censor was authorized
to ban the publication, printing,
importing, and exporting of any material
that will or is likely to cause damage to
the security of Israel or public order.21
Since then, censorship of sensitive,
security- or military-related information
has operated through voluntary
agreements between military authorities
and the Israeli Committee of Daily
Newspaper Editors. These agreements
provide a platform for practical
negotiation with a built-in arbitration
body and have been renewed
periodically since 1949 with some
significant amendments.22 Despite the
lack of full consent from all media, all
news organizations operating in Israel,
including foreign agencies, must agree
to abide by the censor’s rulings.23

The Directorate of Military
Intelligence of the Israeli Defense Forces



maintains the Military Censor unit that
holds the authority to prevent reporting
of information that may aid attacks on
Israeli citizens. News outlets are
prohibited, for instance, from revealing
the exact location of enemy missile
strikes or stating that a high-ranking
official is entering a threatened area.?4
After periods of more slack enforcement,
the Censor has recently scaled up its
efforts. During the 2006 war against
Hezbollah in Lebanon, for instance, the
government banned specific reports on
troop movements, the location of
Hezbollah rocket strikes, and other
information that could be used to
coordinate attacks or aim weapons.2® In
another example, the Military Censor
blocked news about a National Security
Council report on the vulnerability of an
Israeli fuel depot. The censor was afraid
the report might give terrorists ideas, but
critics argue that such reports are
necessary to spark public debate about
security precautions.26

This regulatory structure has long
been a source of controversy. A series of
Supreme Court decisions limited the ban
on publishing to content where there is a
“tangible” and “near-certain” danger to
the well-being of the public.2” Over the
decades, the Knesset has debated the
role of the censors and the limits of free
expression, especially in light of a
changing media environment fueled by
the growth of the Internet, but no
legislation has been enacted to replace
the current system.

In early 2008, The Commission of
Inquiry Into the Events of Military
Engagement in Lebanon 2006 (also
known as the Winograd Commission)
published its final report regarding the
war against Hezbollah. One of the issues
the commission choose to address was
the issue of censorship on Israeli
Internet sources such as forums and
blogs. Colonel Sima Vaknin-Gil, Head of
the Israeli Military Censor during the war,
testified in front of the committee,
saying, “I have no intention of entering
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all the forums and chats and blogs,
other than places where we identify an
unequivocal breach of security. The
source of the Internet's strength, namely
that it is a jumble of information, is also
the source of its weakness. So, as
distinct from many people, | do not see
the Internet as such a great danger.”28
However, two years later, an IDF
spokesman published an announcement
titled “The Military Censor will monitor
blogs from now on,” describing a new
initiative by Colonel Vaknin-Gil's that will
focus specifically on blogs.2°

Israel has yet to establish any explicit
legal authority for filtering of the
Internet. In 1998 the Knesset's
Committee for Scientific and
Technological Research and
Development met to discuss the subject
of Internet filtering.3% Some groups in
Israel, particularly the Orthodox
community, were concerned over
widespread pornography on the Internet,
though the legislature seems more
worried about the availability of
privileged information, such as Israeli
missile deployments.

In 2007, Israel's Minister of
Communication, KM Ariel Atias, who
belongs to the Orthodox party Shas, tried
to pass a bill to filter all "abomination
and violence" content from Israeli
Internet users who do not explicitly ask
their ISP to remove them from the
filtration process.31 Atias's original
proposal included mandatory installation
of biometric identification technology to
prevent minors from manipulating the
filtering system, but this article was
dropped later. The bill, nicknamed "Bill
892," caused concern among Israeli
Internet experts, NGOs, academic
institutes, and media and technology
companies, who cooperated to lead a
campaign against the bill. Despite their
efforts, in April 2008 the Knesset
Committee of Economics passed the bill
on its first hearing by a surprisingly large
majority. The Committee's Chairman, KM
Gilad Arden, who strongly opposed the



bill, postponed the second and third
hearings until after the 2009 elections.
Bill 892 is unlikely to resurface, given
Israel’s governmental changes and the
length of time that has passed since the
first hearing, and no similar bills or other
legislative initiatives currently exist.
However, the incident serves as
evidence that widespread Internet
filtering in Israel is possible and perhaps
more likely than ever before.

ONI testing results

ONI conducted testing on five Israeli ISPs
in 2009: Barak Netvision, Netvision Ltd.,
Goldenlines, Bezeq, and Internet Rimon,
a religious ISP that, for customers who
voluntarily subscribe, filters sexual
content and other sites considered to be
immoral.32 In addition to the global list,
ONI tested sites with content critical of
the Israeli government or reflecting
sensitive national security issues and
state policies, as well as content from
Palestinian groups such as Hamas,
human rights organizations, and militant
organizations such as Hezbollah. Aside
from content blocked by Internet Rimon,
ONI found no evidence of Internet
filtering in Israel.

Conclusion

After years of somewhat stagnant
growth, the Israeli Internet community is
expanding rapidly. The country is likely to
remain a center for the development of
new Internet technologies, with
widespread Internet access and deep
broadband penetration. Israel does not
filter the Internet, and in this respect
maintains one of the freest Internet
communities in the Middle East.
However, as proposed legislation to
restrict access to pornography and
violent content online continues to be
debated, and as the space for online
media increases, the Internet will likely
challenge the bounds of the specific
historical tradition and established
practices of Israeli censorship.
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