Ukraine

Access to Internet content in Ukraine remains
largely unfettered. However, despite a gen-
erally liberal media and telecommunications
policy, the authorities have enlisted special
bodies and regulations to survey Internet con-
tent in order to “protect national security” and
limit other forms of “undesirable” information
content. These regulations embody the poten-
tial for expanded formal and informal controls,
although such constraints are unlikely in the
near future.

Background

Among the Commonwealth of Independent
States (CIS) countries, Ukraine is second only
to Russia in the size and strength of its IT estab-
lishment. Ukraine was the birthplace of Soviet
computing and Kyiv remains a major center for
IT development. The county was an early adopter
of policies to support information communica-
tions technology (ICT) for development as a pillar
of national development, and the government
has invested in building out the country’s ICT
infrastructure.

The Ukrainian government recognizes
the significance of the Internet for economic
development and for the development of infor-
mation society. The state has demonstrated
the political will to undertake vital reforms in
the telecommunications sector, although much
remains to be done to promote a favorable envi-
ronment for developing the Internet, fostering
e-commerce, and introducing e-governance. The
World Economic Forum ranks Ukraine 76th out
of 115 countries for 2005-2006 in the Internet
readiness index.’

The January 2005 “orange revolution”—
when opposition groups successfully challenged
the outcome of the November 2004 presidential
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elections that were thought to be unfair—high-
lighted the latent political power resulting from
the “convergence” of information infrastructures
(cell phones, Internet, and independent media)
and political mobilizaton. The opposition made
full use of these technologies to mobilize and
direct supporters in acts of civil disobedience,
sit-ins, and general strikes. Although the Internet
did not play a determining role in the success of
the “orange revolution,” its use by the opposi-
tion helped to foster the perception that these
technologies served an important strategic role in
organizing political opposition (which observers
have termed “hyper-democracy”). This percep-
tion, in turn, prompted neighboring authoritarian
governments such as that of Belarus to crack
down on Internet openness.

Internet in Ukraine

The partly liberalized Ukrainian telecommunica-
tions market is relatively undeveloped. Fixed-
line penetration remains low and the telephone
system requires modernization. The demand for
mobile services has expanded rapidly, to reach a
penetration of nearly 50 percent. The largest tele-
com and top-tier Internet service provider (ISP),
Ukrtelecom, has 92.9 percent state ownership.

The parliament has legalized its privatization,?
but this has been delayed in anticipation of
the company increasing in market value.® The
state monopolies Ukrtelecom and Utel, which
is controlled by Ukrtelecom, together own 95
percent of the long-distance and international
calls market.*

State-owned Ukrtelecom is the largest ISP
in the country, but does not decisively control
the countries other major ISPs. As of June 2006
some sixty ISPs connected to six Internet traf-
fic exchange points.> Recently the number of
ISPs offering broadband access services has
rapidly increased.® The government, recognizing
the need for attracting foreign investment and
stimulating favorable Internet environment, has
also announced plans to introduce Wi-Fi and
WIMAX technologies.”

The Ukrainian national country code top-
level domain (“.ua”) is administered by the
Hostmaster Company, a specialized nonprofit
organization.

Internet penetration in the country was
estimated at 9.8 percent in 2005,2 well below
the European average of 36.1 percent. Several
obstacles compromise expansion, including high
access costs, poor infrastructure in the regions,



high call rates, and low levels of personal
computer (PC) ownership. The International
Telecommunication Union (ITU) 2005 estimates
show that only 4 percent of the population
owns a PC.° Although ISPs have consider-
ably reduced their access costs (for example,
by leasing outdated or redundant infrastructure
from Ukrtelecom) and a few providers offer free
access during the night, most Ukrainians cannot
afford to use the Internet: 46.8 percent of the
population identified themselves as poor.'® Men
are more frequent users than women (at 59.3
percent), and most users access Internet at the
office, cybercafés, or home. The most popular
search engines in Ukraine are Ukrainian www.
BigMir.net and www.Ukr.net, Russian Yandex and
Rambler, and Google.

Legal and regulatory frameworks

The 2003 Law on Communications estab-
lished the National Communication Regulation
Commission, which regulates the IT and tele-
communications market. Under this law telecom-
munications operators require a license before
starting activity.!" With the present government,
the Internet enjoys a high degree of freedom.
Internet activity is not subject to licensing or other
forms of regulation. Liberalization of the market
has led to a rapid increase in the number of ISPs,
which numbered 260 in 2006.

At present there are no controls on Internet
access or content. However, this may be chang-
ing as government figures have made public
calls for stricter regulation of the internet, citing
national security concerns.’ Suggested mea-
sures include licensing ISPs, registering Internet
resources, and monitoring content related to
obscene or harmful material. The threat of Internet
censorship was raised in 2005 when the Ministry
of Transport and Telecommunications introduced,
and subsequently withdrew, a decree regulating
registration of Web sites hosted in Ukraine for
the purposes of national security.'® An earlier Act
to introduce mechanisms for Internet monitor-

ing (the 2002 Order of the State Committee on
Communications) required ISPs to install a state
monitoring system in order to provide Internet
access to state organizations. The purpose of
this monitoring was to control unsanctioned
transmission of data containing state secrets.
However, a “state secret,” as provided in current
regulations, lacks concrete definition, allowing
authorities broad discretion in interpretation. The
difficulties in separating state from nonstate
users expose the latter to monitoring. Human
rights groups have suggested that the Security
Service has been intercepting messages and
carrying out surveillance on over approximately
50 percent of Ukrainian traffic.'

The Council of National Security and
Defense is the main governmental body respon-
sible for national security and defense; this body
is chaired by the president. The Council monitors
information security policy and coordinates the
work of the other executive bodies in this field.
The Security Service of Ukraine is empowered to
initiate criminal investigations and use wiretap-
ping devices on communications. Legislation
has not made clear either the circumstances
that justify interception of information from com-
munication channels, or the time limits of any
such interception.’® The recently established
State Service for Special Communications and
Information Protection Service implements gov-
ernmental policy on protecting state information
and confidential communication, and exercises
control over cryptographic and technical informa-
tion security.®

The Law on Protection of Public Morals of
November 20, 2003, enacted during the term of
the previous government, is still effective. It pro-
hibits production and circulation of pornography;
dissemination of products that propagandize
war or spread national and religious intolerance;
humiliation or insult to an individual or nation on
the grounds of nationality, religion, or ignorance;
and the propagation of “drug addition, toxicol-
ogy, alcoholism, smoking and other bad habits.”



The National Expert Council for the Protection
of Public Morals has authority to inspect
media, including the Internet, in order to start a
procedure for revocation of the license in case of
violation. The National Expert Council, however,
has not issued any decision yet because it lacks
legal mechanisms for enforcement.

ONI testing results

ONI conducted testing on seven ISPs: Adamant,
Cornel, Elvisti, Ukrtelecom, Volia, Goldentelecom,
and Ukr.net. The testing did not detect any filter-
ing, although a few Web sites with content related
to alcohol and drugs, public health, human
rights, and minority faiths were temporary inac-
cessible.

Conclusion

Citizens of Ukraine enjoy an unfettered access
to the Internet. The country has an Internet infra-
structure oriented toward European providers,
and thus the ISPs are not influenced by the poli-
cies of Russian providers. However, the country
has built up an intricate system of bodies and
regulations that could be geared to surveillance
of information carried on telecommunications
networks, including the Internet.
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