Internet Filtering in

OpenNet Initiative

Overview

Though human rights abuses are rampant
and the government maintains strict
control over the media, ONI found no
evidence of Internet filtering in Zimbabwe.

Background

Since Zimbabwe’s independence from
Great Britain in 1980, the country has
been tightly controlled by President Robert
Mugabe and the ruling Zimbabwe African
National Union-Patriotic Front (ZANU-PF),
which is known for severe repression and
continuing violations of human rights.!
One of the most striking examples of
government brutality is Operation
Murambatsvina (“Drive Out the Trash”) of
May 2005, during which military and
police forces destroyed nearly 100,000
homes and thousands of businesses in a
purported effort to restore order to
Zimbabwe’s slums. Over 700,000 people
were left without homes, jobs or both after
the operation, which also disrupted access
to education and health care for over 2
million Zimbabwean citizens.?2 The United
Nations described the operation as being
“carried out in an indiscriminant and
unjustified manner, with indifference to

human suffering, and, in repeated cases,
with disregard to several provisions of
national and international legal
frameworks.”® Though the actual
motivations for the operation are
unknown, many suggest that it was
targeted at regions inhabited by voters for
opposition parties or was an attempt to
unseat the urban poor before a potential
uprising.4

Extensive voter intimidation and
politically motivated violence also
occurred during and after the heavily
disputed 2008 presidential elections.®
Three months after the election,
opposition candidate Morgan Tsvangirai
withdrew from a second run-off election,
claiming his supporters would be killed if
they voted for him.6 Mugabe won the run-
off election as the only candidate. Much
of the international community has
condemned the Mugabe government,
imposing sanctions, recalling
ambassadors and publicly supporting
Tsvangirai. Several countries, notably
Russia, China, and South Africa, opposed
such measures and called for more
dialogue with Mugabe.” Mugabe and
Tsvangirai sighed a power-sharing deal in
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September 2008, under which Mugabe
remained president and Tsvangirai
became prime minister,® but by early
2009 cracks were already beginning to
show in the new government.?

Closely aligned with Zimbabwe’s
political problems is its economy, which
has been in a state of sustained crisis
since 2000. Mugabe’s land reform policy,
under which farmland was seized from
white farmers and redistributed to
veterans of the war for independence, is
largely responsible for disrupting the
country’s agricultural production, causing
massive food shortages and sending
Zimbabwe into a downward economic
spiral.1® The land redistribution was
marked by human rights abuses, which,
combined with worsening inflation - which
reached an annual rate of nearly 90
sextillion (1021) percent in November
200811 - and increasingly flawed
elections, have dragged Zimbabwe into
the bottom 10 percent of countries in the
world with respect to rule of law,
government accountability and political
stability.12

Civil liberties in Zimbabwe are tightly
restricted. The government often violently
breaks up peaceful protests and charges
protesters with violating the 2002 Public
Order and Security Act.13 There have been
allegations of police abuse and the torture
of detainees,* and journalists are
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routinely threatened and attacked.1®> A
severe press law passed in 2002 allows
the Media and Information Commission to
crack down on dissent within the media by
controlling the licensing of journalists,16
and the country has no independent
newspapers or radio stations.1” In
addition, the government jams a number
of radio stations critical of the
government, such as Voice of America,
Voice of the People, and SW Radio
Africa.1® These draconian press
restrictions have forced a number of
independent media organizations and
journalists to migrate online.1®

Internet in Zimbabwe

The number of Internet users in 2008 was
reportedly 1,421,000, or approximately
10.5 percent of Zimbabwe’s population of
13.3 million.20 This is a stunning increase
from the 2000 penetration rate of 0.4
percent.2? The high cost of mobile phones
- repeated tariff hikes brought the mobile-
to-mobile cost per minute to as much as
ZWD72 million (USDO.12 at June 2008
exchange rates)?2 - has made the Internet
a comparatively cheaper, and therefore
more popular, form of communication.23
Still, hyperinflation has left the
government bankrupt and eight in ten
Zimbabweans destitute,?4 and
unemployment is at 94 percent.25 In such
an environment, demand for luxury goods



such as computers and Internet use is
low.

The Mugabe-Tsvangirai Government of
National Unity has established a new
Ministry for ICT that will focus on ICT
growth and development.26 In April 2009
the government announced a plan to
establish Internet cafés at post offices in
rural areas.2’” However, given the state of
the country’s economy, progress in the ICT
sector is slow.

Zimbabwe’s first ISP, Data Control,
was established in 1996. In 1997, the
national Posts and Telecommunication
Corporation (PTC) built a national Internet
backbone and began selling bandwidth to
private ISPs.28 The Postal and
Telecommunications Regulatory Authority
of Zimbabwe (POTRAZ) oversees ISP
licensing. Licenses cost USD2-4 million,
depending on the level of service the ISP
wishes to provide, plus 3.5 percent of the
ISP’s annual gross income.2? The most
recent membership list on the Zimbabwe
Internet Service Providers Association
(ZISPA) Web site comprises 28 ISPs.30

Government-owned communications
company TelOne, which is not part of
ZISPA, is Zimbabwe’s largest ISP; it
provides bandwidth to most other ISPs in
the country. In September 2006,
international satellite communications
provider Intelsat cut service to TelOne
after the company failed to pay its
USD700,000 debt. TelOne requested
money from Zimbabwe’s Reserve Bank to
pay the debt, but the money was delayed
for several weeks. During this time,
Internet users in the country experienced
severe delays.31 Service was restored
after the reserve bank paid the
outstanding debt.32

Financial problems have continued to
plague TelOne: in April 2009, the company
raised its monthly service charges from
less than USD30 to USD300. The price
hike affected both individual Internet

subscribers and Internet cafés throughout
the country, many of whom were forced to
cancel their subscriptions and, in the case
of cafés, shut their doors.33 In June 2009,
the country’s Minister of Information and
Communication Technology ordered
TelOne to lower its prices; the government
then announced plans to privatize the
company as part of its attempt to revitalize
the country’s economy.34

Legal and regulatory framework
The Post and Telecommunications Act of
2000 allows the government to monitor e-
mail usage and requires ISPs to supply
information to government officials when
requested.3> The Supreme Court,
however, ruled in 2004 that the sections
of the law that permit monitoring violated
the constitution.3¢ The government struck
back with an initiative that requires ISPs to
renew contracts with TelOne with the
stipulation that they report any e-mail with
“offensive or dangerous” content.37 In
essence, this requires ISPs to do what the
Supreme Court has ruled unconstitutional.
The Zimbabwe Internet Service Providers
Association has stated that none of its
members will sigh agreements with
TelOne.38

The government strengthened its
Internet surveillance policies with the
Interception of Communications Bill of
2006. Under its provisions, the
government will establish a
telecommunications agency called the
Monitoring and Interception of
Communications Center to oversee,
among other things, all
telecommunications and postal services.
Telecommunications and Internet service
providers are required to ensure that their
systems are technically capable of
monitoring and to cover all associated
costs.3? The government initially withdrew
the bill in November 2006 over
constitutionality objections from the



Parliamentary Legal Committee, but the
parliament approved it in June 2007.40
In June 2009, the government began
discussing a new Information
Communication and Technology Bill, which
will take the place of the Broadcasting
Services Act and the Postal and
Telecommunications Act.41 It will also
amend some sections of the Access to
Information and Protection of Privacy Act,
which, among other things, governs the
accreditation of journalists.#? If passed,
the bill will consolidate ICT regulation
under the proposed National Information
and Communications Technology Authority
of Zimbabwe, which will oversee ICT,
broadcasting and postal services.*3 The
Authority will technically be an
independent organization, though it will
also be responsible for enacting
government policies, a duty that may
compromise its independence.*4

Surveillance

According to Reporters Without Borders,
during the 2008 presidential elections,
government forces hacked into journalists’
e-mail accounts; eight journalists were
fired for allegedly failing to support
Mugabe and the ZANU-PF.45 Employees of
the Reserve Bank are not allowed to
receive e-mails containing the words
“Morgan Tsvangirai” or “MDC”; the bank
has had an e-mail content manager
installed since 2006 that prevents e-mails
with political content from reaching their
intended recipients.46 In 2005,
authorities arrested 40 people in a raid on
a local Internet café because an e-mail
insulting Mugabe was sent from the
location.4”

ONI testing results

ONI conducted testing on Zimbabwean ISP
CABSAS in September 2008 and found no
evidence of filtering.

Conclusion

Despite the recent governmental changes,
Zimbabwe remains a highly repressive
country with a failing economy and a
poverty-stricken population. Internet
penetration is low, and the Internet is
mainly used for e-mail. As a result, the
government restricts its efforts toward
Internet control to e-mail monitoring and
censorship. Though its legal authority to
pursue such measures is contested, the
government appears to be following
through on its wishes to crack down on
dissent via e-mail.



NOTES

1 Freedom House, “Freedom in the World
2008: Zimbabwe,”
http://www.freedomhouse.org/uploads/pre
ss_release/Zimbabwe_FIW_08.pdf.

2 |bid.

3 U.N. Special Envoy on Human Settlements
Issues in Zimbabwe, “Report of the Fact
Finding Mission to Zimbabwe to Assess the
Scope and Impact of Operation
Murambatsvina,” July 18, 2005,
http://www.zimbabwesituation.com/zimbab
we_rpt.pdf.

4 |bid.

5 BBC News, “Eyewitness: Raped for opposing
Mugabe,” June 20, 2008,
http://news.bbc.co.uk/2/hi/africa/746510
1.stm.

6 BBC News, “Mugabe rival quits election
race,” June 22, 2008,
http://news.bbc.co.uk/2/hi/africa/746799
0.stm.

7 CNN, “Russia, China veto U.N. sanctions on
Zimbabwe,” July 12, 2008,
http://www.cnn.com/2008/WORLD/africa/
07/11/zimbabwe.sanctions/.

8 CNN, “Rivals sigh Zimbabwe power-share
deal,” September 16, 2008,
http://us.cnn.com/2008/WORLD/africa/09
/15/zimbabwe.powershare/index.html?iref
=nextin.

9 Alex Duval Smith, “Power sharing in
Zimbabwe threatened by five-man cabal,”
The Guardian, February 15, 2009,
http://www.guardian.co.uk/world/2009/feb
/15/zimbabwe-joint-operations-command.

10 Jeremy Scott-Joynt, “Zimbabwe's economic
crisis,” BBC News, September 7, 2001,
http://news.bbc.co.uk/2/hi/business/1530
906.stm.

11 Steve Hanke, “New Hyperinflation Index
(HHIZ) Puts Zimbabwe Inflation at 89.7
Sextillion Percent,” CATO Institute, February
9, 2009, http://www.cato.org/Zimbabwe.

12 Worldwide Governance Indicators,
http://info.worldbank.org/governance/wgi/s
c_chart.asp.

13 Human Rights Watch, “Overview of human
rights issues in Zimbabwe,” December 31,

2006,
http://www.hrw.org/legacy/englishwr2k7/d
0cs/2007/01/11/zimbab14720.htm.

14 |bid.

15 Freedom House, “Freedom of the Press
2008 - Zimbabwe,” April 29, 2008,
http://www.unhcr.org/refworld/docid/4871
fé41c.html.

16 Reporters Without Borders, “Zimbabwe:
Annual Report 2007,”
http://www.rsf.org/article.php3?id_article=
20744&Valider=0K.

17 Committee to Protect Journalists, “CPJ
alarmed by bill to intercept
communications,” May 30, 2006,
http://cpj.org/2006/05/cpj-alarmed-by-bill-
to-intercept-communications.php.

18 |bid.

19 The Zimbabwe Internet Report, “Zim
Bloggers Shine a Light,” September 16,
2008,
http://www.zireport.com/2008/09/16/zim-
bloggers-shine-a-light/#more-210. See also
Financial Gazette (Harare), “Veteran
Bulawayo Journalists Rukini Launches Zim
Website to Avoid Press Laws,” November
25, 2003,
http://www.mulonga.net/discus/messages/
727/766.html?1069761390.

20 International Telecommunications Union,
“ITU Internet Indicators 2008,”
http://www.itu.int/ITU-
D/icteye/Reporting/ShowReportFrame.aspx
?ReportName=/WTIl/InformationTechnology
Public&RP_intYear=2008&RP_intLanguagel
D=1.

21 International Telecommunications Union,
“ITU Internet Indicators 2000,”
http://www.itu.int/ITU-
D/icteye/Reporting/ShowReportFrame.aspx
?ReportName=/WTIl/InformationTechnology
Public&RP_intYear=2000&RP_intLanguagel
D=1.

22 The Zimbabwe Times, “Mobile phone tariffs
up 1000 percent,” June 4, 2008,
http://www.thezimbabwetimes.com/?p=30
0. See also IT News Africa, “2,500% mobile
phone tariff hikes in Zimbabwe,” October 6,
2008,
http://www.itnewsafrica.com/?p=1358.



23 Givemore Nyanhi, “More Switch to Cheaper
Dot Com Mail,” Financial Gazette (Harare),
November 21, 2003,
http://www.mulonga.net/discus/messages/
727/766.html?1069761390.

24 Michael Wines, “Economic free fall in
Zimbabwe,” International Herald Tribune,
February 6, 2007,
http://www.iht.com/articles/2007/02/06/n
ews/zim.php?page=1.

25 Associated Press, “Zimbabwe
unemployment soars to 94%,” January 29,
20009,
http://www.google.com/hostednews/afp/ar
ticle/ALegM5imTKGEP84_3QTVcSGu_8W3Y
rP8wA.

26 Margaret Zunguze, “Contextualising ICT for
Development in Zimbabwe,” SangoNet
Theta, July 15, 2009,
http://www.ngopulse.org/article/contextuali
sing-ict-development-zimbabwe.

27 The Herald, “Zimbabwe: Internet Cafes
Planned for Zimpost Rural Depots,” April 21,
20009,
http://allafrica.com/stories/20090421007
0.html.

28 Mbendi Information Services,
“Communications and Information
Technology in Zimbabwe,”
http://www.mbendi.com/indy/cotl/cotl/af/z
i/p0005.htm.

29 Postal and Telecommunications Regulatory
Authority of Zimbabwe,
“Telecommunications License Fees,”
http://www.potraz.gov.zw/home.php?sectio
n=licensefees.

30 Zimbabwe Internet Service Providers
Association, “ZISPA Membership,” August 9,
2007,
http://www.zispa.org.zw/members.html.

31 Ethan Zuckerman, “Holiday in Harare: part
4 - Zimbabwe’s Internet under threat,” My
Heart’s in Accra, September 22, 2006,
http://www.ethanzuckerman.com/blog/200
6/09/22/holiday-in-harare-part-4-
zimbabwes-internet-under-threat/.

32 Zimbabwe Internet Service Providers
Association, http://www.zispa.org.zw/.

33 Business Weekly, “ISPs in Zimbabwe
increase internet services charges by

1'000%,” April 15, 2009,
http://www.businessweekly.co.zw/technolo
gy/21847-isps-in-zimbabwe-increase-
internet-services-charges-by-1000.html.

34 TelecomPaper, “Zimbabwe's cabinet
approves TelOne privatization,” June 8,
20009,
http://www.telecompaper.com/news/SendA
rticle.aspx?u=True.

35 Reporters Without Borders, “Zimbabwe,”
2004,
http://www.rsf.org/article.php3?id_article=
10710.

36 |bid.

37 Andrew Meldrum, “Mugabe introduces new
curbs on Internet,” The Guardian, June
2004,
http://www.guardian.co.uk/international/st
ory/0,3604,1230096,00.html.”

38 Blessing Ruzengwe, “Log on to free press,”
Metrovox, March 17, 2005,
http://cgmg.jour.city.ac.uk/news.php?story=
217.

39 |Interception of Communications Bill, May
26, 2006,
http://kubatana.net/docs/legisl/icb_06052
6.doc. See also Lucy Tatchell, “Zimbabwe’s
New Eavesdropping Law,” Cardiff School of
Journalism, Media and Cultural Studies,
December 15, 2006,
http://journalism.cf.ac.uk/2007/online/ind
ex.php?id=parse-195-0-0-
251&article=523&author=Lucy+Tatchell.

40 Clemence Manyukwe, “Zimbabwe:
Government drops snooping bill,” Zim
Independent, November 3, 2006,
http://www.allafrica.com/stories/2006110
30016.html.

41 The Herald, “Zimbabwe: Govt Starts
Consultations on ICT Bill,” July 3, 2009,
http://allafrica.com/stories/20090703032
8.html.

42 Access to Information and Protection of
Privacy Act, March 15, 2002,
http://www.idasa.org.za/gbOutputFiles.asp?
WriteContent=Y&RID=2527.

43 |International Freedom of Expression
Exchange, “New information and
communications technology bill proposed,”
June 25, 2009,



http://www.ifex.org/zimbabwe/2009/06/2
5/ict_bill/.

44 Rashweat Mukundu, “Zimbabwe: New
Information and Communications
Technology Bill on the cards,” Media
Institute of Southern Africa,
http://www.misa.org/cgi-
bin/viewnews.cgi?category=2&id=1245654
294.

45 Reporters Without Borders, “Zimbabwe,”
March 12, 2009,
http://www.rsf.org/Zimbabwe,26104.html.

46 | ance Guma, “Internet Service Providers
block e-mails with political content,” June
22, 2006,
http://www.swradioafrica.com/news22060
6/1SPs220606.htm.

47 Association for Progressive
Communications, “Expression under
repression - at WSIS and the 'Net,”
November 18, 2005,
http://www.apc.org/en/blog/strategic/world
/expression-under-repression-wsis-and-net.



