Iran

Since 2000—in the midst of a media crackdown
that has seen the judiciary close more than 100
publications, inspiring widespread self-censor-
ship—the Islamic Republic of Iran has installed
one of the most extensive technical filtering
systems in the world. Iranian authorities have
detained dozens of people for publishing mate-
rial online." In addition, Iran has moved to con-
tain the Internet within heightened and more
explicit regulation, accommodating aggressive
online censorship policies through a complex
system of political networks and their affiliated
government institutions.

Background

Regulation of freedom of expression in Iran
is extensive and the parameters of prohibited
conduct are vague and ambiguous, or simply
undefined. It is prohibited to publish matters
relating to atheism and sensitive information
without prior approval, and media cannot pro-
mote social discord or divisions, dissent against
state interests, insult Islam or public officials, or
quote from deviant parties or parties opposed to
Islam.? Compared with the constitutionally man-

dated state control of radio and television,® and
the repression against independent papers and
reformist voices in print media, the space initially
afforded to free expression online was a unique
phenomenon for Iran. However, after several
years of relative openness in Iranian cyberspace,
bloggers, journalists, and others began to be
targeted, detained, and even tortured for their
online activities. And zealous new legislation
places sweeping controls over what people may
post to the Internet.

Internet in Iran
The Internet in Iran has experienced the most
explosive growth of the countries in the Middle
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East, with an increase of 2,900 percent between
2000 and 2005.4 Today an estimated 7.2 million
people are online in Iran, and there are approxi-
mately 400,000 blogs in Farsi.® Yet even as the
government continues to promote the Internet
as an engine of economic growth, one Iranian
official recently boasted that Iran has censored
ten million Web sites, and that the judiciary
requests an additional 1,000 sites to be blocked
every month.6

On October 11, 2006, an order reportedly
issued to Internet service providers (ISPs) by the
Ministry of Communications and Information
Technology (MCIT) made providing Internet ser-
vices—for use in private or public places—at
a speed higher than 128 kilobytes per second
illegal, reportedly with the aim of hindering users’
ability to download foreign cultural products
(such as music and films) and organize politi-
cal opposition.” Such an about-face contradicts
Iran’s fourth Five-Year Development Plan, which
calls for 1.5 million high-speed Internet ports
throughout the country.®

At that time, some 250,000 users were
using broadband services, with demand growing
sharply.? Though the order applies to both public
and home use, high-speed Internet services are

most commonly available for commercial and
office use. Over the previous two years eleven
companies had been licensed to provide such
high-speed services free from government com-
petition and have invested significant capital in
importing the required machinery and setting
up the required infrastructure.’® The ban of
high-speed Internet services has pushed these
private sector companies to the verge of bank-
ruptcy. Furthermore, several projects—such as
the USD6 million Internet television project of the
ITC (Information Technology Company), as well
as virtual surgery lab projects and e-universities
and many more scientific and commercial proj-
ects being implemented in the country—may be
doomed to fail."

Members of parliament are campaigning
against the broadband ban and have started
a Web site, www.more-speed-more-progress.ir,
which is hosted on Iranian government serv-
ers.'? Although the head of the Public Relations
Department of the Regulation Organization said
that the ban would be lifted in four months’ time,
after the government had had a chance to put
in place measures to more effectively monitor
Internet use, the Minister of the MCIT stated
that “positive” results could make the measure



permanent. Individuals can file a written com-
plaint with the Regulation Organization and those
who can demonstrate that they will use broad-
band access for “legitimate” purposes may be
allowed to circumvent the ban.'®

Legal and regulatory frameworks

As with all print media under the Press Law,
Internet content providers are subject to two
complementary sets of requirements: they must
produce content within state-defined objectives
and they must refrain from producing state-de-
fined types of illegal material.’* Thus, through the
judiciary, parliament, and the executive bodies
who all exercise the authority to make law, con-
tent providers were encouraged to promote gen-
uine Islamic culture while being warned against
fomenting social discord or encouraging dissent
against state interests.

The legal status of blogs and Web sites in
Iran has been contested, but starting in 2006
the government took additional steps to bring
them firmly in hand. First, framing regulations to
systematize control and management of Internet
activity were issued by the government and
signed by the vice president on November 26,
2006. Second, the Bill of Cyber Crimes’ Sanctions
(Cyber Crimes Bill) prepared by the Judiciary’s
Committee for Combating Cyber Crimes on
October 12, 2006, was slated to be signed in to
law by parliament;'® this bill will apply to all forms
of electronic writings and graphics and generally
any activity within the realm of cyberspace.

The November 2006 regulations were a
response to a directive of the Supreme Cultural
Revolution Council (SCRC) to manage Internet
activity “while considering individual rights and
safeguarding Islamic, national and cultural
values.”'® The Ministries of Islamic Culture and
Guidance (MICG), Justice, and Information are
the main governmental bodies responsible for
leading this effort, and the MICG was given the
duty to create an infrastructure to systematize
management and stamp out illicit and immoral

content.” All activities of Web sites and blogs
that do not obtain a license from the MICG are
considered illegal. On January 1, 2007, the MICG
issued a notice requiring all owners of blogs
and Web sites to register by March 1, provide
detailed personal information, and abstain from
posting certain types of content.'® An official from
the Telecommunications Ministry claimed that
enforcement would be impracticable.®

The Cyber Crimes Bill makes ISPs crimi-
nally liable for the content they carry, effectively
shifting the burden of censoring Web sites and
potentially e-mail correspondence on to their
shoulders. Under the Cyber Crimes Law, ISPs
that do not abide by government regulations
(including filtering regulations) may be temporar-
ily or permanently suspended, depending on the
graveness of the offense, and their owners could
face prison terms.?° Article 18 of the bill requires
ISPs to ensure that “forbidden” content is not
displayed on their servers, that they immediately
inform law enforcement agencies of violations,
that they retain the content as evidence, and that
they restrict access to the prohibited content. The
bill also includes provisions for the protection and
disclosure of confidential data and information as
well as the publishing of obscene content.

Until the introduction of the Cyber Crimes
Bill, the most relevant statute governing the
activities of blogs and Web sites was the 2000
Press Law. Although experts argued to the con-
trary, through the Press Law electronic publica-
tions were subsumed into the definition of press
publications.?! As such, Iranians were theoreti-
cally required to first obtain a license to publish a
Web site or a blog and were subject to the Press
Law. Among the Press Law’s broad prohibitions
on speech are articles that prohibit “promoting
subjects that might damage the foundation of the
Islamic Republic ... offending the Leader of the
Revolution ... or quoting articles from the devi-
ant press, parties or groups that oppose Islam
(inside and outside the country) in such a man-
ner as to propagate such ideas.”? Other provi-



sions prohibit insulting Islam or senior religious
authorities.?® The Press Supervisory Board under
the Ministry of Islamic Culture and Guidance had
absolute power to revoke licenses, ban publica-
tions, and refer complaints to a special Press
Court.?*

As ‘“publications” under the Press Law,
blogs and Web sites that did not obtain licenses
became subject to stricter “General Laws.” As
a part of the “General Laws,” the Penal Code
places further restrictions on speech. The Penal
Code incorporates content-based crimes such
as propaganda against the state (while leaving
“propaganda” undefined).?® Similarly, Article 513
allows for the death penalty or imprisonment
of up to five years for speech deemed to be
an “insult to religion,” but leaves “insult” unde-
fined.? Article 698 provides maximum sentences
of two years imprisonment or seventy-four lashes
for those convicted of intentionally creating “anxi-
ety and unease in the public’'s mind,” spreading
“false rumors,” or writing about “acts which are
not true.”?” Article 609 criminalizes criticism of
state officials in connection with carrying out their
work, and calls for a fine, seventy-four lashes, or
between three and six months in prison as pun-
ishment for such “insults.”

ISPs and subscribers are also subject to
prohibitions on twenty types of activities, where
insulting Islam and religious leaders and institu-
tions, as well as fomenting national discord and
promoting drug use or obscenity and immoral
behaviors, are prominent.?8

The Committee in Charge of Determining
Unauthorized Sites is legally empowered to
identify sites that carry prohibited content.?®
Established in December 2002 (some reports
state June 2003), this Committee notifies the
MICT of criteria for identifying unauthorized Web
sites and what sites shall be blocked. The SCRC
oversees committee members from the Ministry
of Culture and Islamic Guidance, the Intelligence
and Security Ministry, and the Sound and Vision

Organization (Islamic Republic of Iran Broad-
casting).®

In February 2007 the online conservative
journal Baztab (www.baztab.com) became the
first site reported to have been blocked by the
November 2006 regulations. According to a gov-
ernment official, Baztab not only failed to apply
for a license, but it also violated the regulations
by disclosing state secrets and other confidential
military information, insulting government offi-
cials, and publishing false news.3! However, the
Supreme Court of Iran ruled against the filtering
of Baztab and it was made accessible inside Iran
again.® This incident sparked a debate within
Iranian legal and media circles over the author-
ity of the Committee in Charge of Determining
Unauthorized Sites, and whether as an executive
body (government) it was improperly involved in
making legislative or judicial decisions according
to the constitution.33

However, not all filtering occurs through
this body. The Internet Bureau of the Judiciary
also orders ISPs to block sites through court
orders, which are considered a form of lawful
punishment imposed on legal entities.3* Tehran
Prosecutor General Saeed Mortazavi, who has
led harsh crackdowns on media and has also
been implicated in cases of the torture of detain-
ees, including twenty-one bloggers arrested in
2004, has also ordered that certain sites be cen-
sored.®® In May 2006 the MICT announced the
formation of a central filtering office, reportedly
to filter illegal content, identify Internet users, and
keep a record of the sites they visit.®8 The MICT
subsequently denied having such tracking capa-
bilities, saying its primary objective was to block
pornography.3”

In 2001 the SCRC declared that the govern-
ment was taking control of all access service
providers (ASPs).%8 ISPs were required to obtain
bandwidth from these ASPs and also to employ
filtering systems to block access to immor-
al, political, and other “undesirable” content
while storing user data and reporting to the ICT



Ministry.®® ISPs in which the government owns a
share, such as the popular Pars Online, report-
edly filter some sites at their own discretion over
and above what is required by the regulations.

ONI testing results

ONI conducted testing on seven ISPs: APN,
Dana Fajr, Datak, Jahan Nama Co., Pars Online,
Shatel, and Tarashe. ONI testing confirmed that
Iran employs the greatest degree of filtering of all
the countries tested, in both scope and depth of
content. Iran uses a filtering proxy that displays
a blockpage when accessing blocked content.
Heavily filtered types of content include por-
nography, provocative attire, and circumvention
tools, which is characteristic of states that use
commercial software such as SmartFilter. ONI
testing also found significant blocking of content
related to homosexuality, particularly if it had any
connection to Iran; Farsi-language news sites;
and opposition political sites.

A majority of circumvention tools were
blocked by all ISPs, including www.peoples
proxy.com and www.guardster.com. Compared
with anonymizers and proxies, filtering of
other Internet tools was more selective but
nevertheless occurred in all categories tested.
Certain multimedia sharing sites, such as www.
metacafe.com and www.photobucket.com, were
completely blocked, while others were less con-
sistently filtered: the popular photo-sharing Web
site Flickr was blocked on four ISPs at time of
testing, while the video-sharing site YouTube was
blocked on only two. Also filtered in limited num-
bers were social networking sites, but at the time
of testing popular social networking sites such
as Myspace and Orkut were universally avail-
able. Some Farsi-language forums for discussing
movies (www.aghaghi.com) and music (www.
roozi.com) were also filtered.

Only a limited number of search engines
were filtered, and then, only on some ISPs.
Among them were including www.163.com and
the Chinese site www.sina.com. However, on

certain ISPs—including Shatel, Datak, and Pars
Online, keywords in URL paths are blocked, most
often affecting queries in search engines (e.g.,
http://128.100.171.12/key.php?word=torture).

Of blog-hosting sites tested, only one, www.
livejournal.com, was blocked by all ISPs. A lim-
ited number of other sites, including www.xanga.
com and the blog search engine www.technorati.
com, were blocked by multiple ISPs. Instead,
filtering targeted individual blogs. A substantial
number, though not a majority, of individual blogs
hosted by Blogspot and others were filtered:;
these blogs spanned subjects such as religion,
women'’s rights, political reform, and reproduc-
tive health. All seven ISPs chose to filter the same
individual blogs, which all happened to be host-
ed on Blogspot. Very few of the individual blogs
hosted on Persian-language services, such as
Blogfa and www.persianblog.com, were filtered
by any ISP

Iran is among the most successful blockers
of pornographic Web sites in countries where
ONI conducted testing. Esmail Radkani, of Iran’s
quasi-official Information Technology Company,
claimed in a recent interview that 90 percent
of the ten million filtered sites were deemed to
contain “immoral” content.*® This assertion was
supported by ONI's tests. With very few excep-
tions, all of the pornography and provocative
attire sites tested were blocked by all ISPs.
Further, no pornography site tested was blocked
by fewer than five ISPs. The government does not
filter content regarding drugs, alcohol, gambling,
or dating as universally, though a substantial
number of sites in these categories are blocked
as well.

Outside of “immoral” content, independent
and dissenting voices are filtered across a range
of issues pertaining to Iran, including politi-
cal reform, criticism of the government, report-
ing on human rights issues, and minority and
women's rights. Filtering in these areas, across
nongovernmental organizations (NGOs), blogs,
and thematic Web sites, is inconsistent and lim-



ited when content is provided solely in English,
and much more substantial and complete across
ISPs for sites relating to Iran or in Farsi. For
example, while no independent media sites
or newspapers available only in English were
filtered across all ISPs tested, a large majority
of similar sites relating to Iran or composed
in Farsi were consistently blocked, such
as www.iranvajahan.net and the publisher www.
kayhanpublishing.uk.com.

All seven ISPs tested blocked access to
almost the same list of human rights, political
reform, and opposition sites. All ISPs kept access
to international watchdogs such as Amnesty
International and FIDH open, but unilaterally
blocked Iran-focused groups such as the Society
for the Defense of Human Rights in Iran (www.
polpiran.com) and the online magazine Siah
Sepid (www.siahsepid.com).

For remaining content categories, the con-
siderable variation among the sites blocked
by the ISPs suggests that they are exercis-
ing some control over the implementation of
filtering. There is no discernible pattern in the
content of sites blocked only by one ISP For
example, Pars Online, the largest private provider
of Internet services in Iran, is the only ISP to block
such disparate sites as www.boingboing.net, the
International Herald Tribune, and the teen sexual
health site www.teenhealthfx.com. Tarashe is the
only ISP that blocked the e-mail service Hushmail
and the Times of India newspaper.

Overall, the greatest overlap in filter-
ing occurred with Jahan Nama, Pars Online,
Datak, and Shatel. Together, these ISPs filtered a
range of Web sites in common, including a
substantial number of lesbian, gay, bisexual,
and transgender (LGBT) rights organizations
(including www.gmhc.org and www.iglhrc.org),
NGOs focusing on free expression and access
to information, dating services, and alcohol and
drug sites.

Conclusion

Iran continues to maintain the most extensive
filtering regime of any country ONI has studied.
As filtering and censorship policies evolve, gov-
ernment officials and citizens have pushed back
against many of the more extreme measures,
including the ban on high-speed Internet in 2006.
New developments may provide opportunities
to contest these policies further. The draft Cyber
Crimes Bill prohibits any blocking or investigation
of data without a warrant issued by a court after
evidence of suspicious activity. When this provi-
sion becomes law, it could potentially be used
to impede the arbitrary closures and blocking of
Web sites.
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